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Retail Technology Solutions
Intel® vPro™ with Intel® Active 
Management Technology

Intel® vPro™ technology enables efficient, powerful hardware-based management 
solutions to improve point-of-sale (POS) performance and enhance retail operations 
while reducing costs.

Remote Management Delivers 
Value across the Retail Enterprise 

A Better Way to Retail Device Management
Finding an effective approach to managing and securing a dispersed fleet of 
point-of-sale (POS) machines poses a complex challenge for a wide range of 
retailers. With maintenance costs a constant concern and continual attacks on 
security infrastructure, finding solutions that deliver maximum ROI is of the utmost 
importance.

IT managers and managed service providers (MSPs) working in the retail sector 
can see tremendous gains in efficiency, manageability, and security with solutions 
made possible by Intel® Active Management Technology (AMT), a feature built into 
Intel® Core™ vPro™ processor family platforms. This unique hardware-based solution 
operates below the operating system (OS), allowing technicians to service a computer 
even if the OS is not booting.

By activating Intel vPro on their current systems, or upgrading to systems employing 
current-generation Intel Core processors, retail organizations can solve everyday 
IT issues with a more manageable and secure system of POS machines, digital 
signage, and client PCs. They can accomplish this while reducing service delivery 
costs, providing a superior customer experience, and creating new opportunities for 
business models that will accelerate the future of retail.

Protecting the Heart of Retail
All markets can derive savings and increase the manageability and security of their 
client PCs by implementing remote management solutions, but, in retail, the advantages 
are especially stark. Retail businesses require the highest level of productivity from 
their POS client machines in order to maximize profitability and deliver exceptional 
customer service. Retail enterprises are also improving their effectiveness by opening 
locations closer to their target markets and farther away from central IT departments. 
What’s more, the security environment is especially demanding in retail, as POS systems 
are at constant risk of attack by sophisticated criminals. In fact, 70 percent of all retail 
breaches happen at the point of sale.1

Reducing costs with  
Remote management
Global IT service provider, 
CompuCom, estimates that 
performing repairs remotely with 
Intel® vPro™ technology can reduce 
per-incident costs by more than  
90 percent.1  

Deskside visit: $187

Remote repair with Intel vPro 
technology: $12

of all retail breaches 
happen at the point of sale.170%
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To address these needs, retail organizations can take 
advantage of the hardware-enhanced remote support 
capabilities made possible by Intel vPro technology and its  
key component, Intel Active Management Technology.

Intel vPro technology easily integrates with existing 
environments and critical infrastructure components—with 
negligible incremental investment—and provides the ability to 
support many value-add usage models including:

• Real-time access and full remote control over POS devices 
with integrated Keyboard-Video-Mouse (KVM) capabilities, 
even when the operating system or disk drive has failed and 
the device won’t boot

• More secure remote reset of a forgotten disk encryption 
passphrase or PIN

• Remote access to directly boot into the BIOS (via KVM 
support)

• Remote system reimages and rebuilds and support for  
PXE boot

• Remote shutdown and power-on to reduce energy 
consumption

• Provision of a temporary POS device to enable users to 
continue working while a device is repaired or reimaged

Intel has continuously improved the performance, stability, 
and reliability of Intel Active Management Technology for more 
than a decade, and it’s now available on a wide variety of POS 
systems, to provide a consistent management solution for 
nearly every retail operation.

Real-World Success 
Improving ATM Service While  
Reducing Costs 
Bank of New Zealand (BNZ) serves nearly a million customers, 
with more than 180 retail locations and more than 450 
ATMs. BNZ wanted to improve both operational efficiency 
and customer satisfaction by reducing ATM downtime. The 
advanced remote management capability offered by Intel vPro 
technology not only gives them pervasive, real-time visibility of 
their ATM hardware assets, it also offers direct power control. 
They can power up devices for delivering patches, distributing 
software updates, or enforcing security policies. Also, when 
an ATM experiences a system crash, BNZ is able to avoid a 
costly truck roll by running diagnostics and remediating issues 
via a remote hardware-based KVM session. Intel AMT even 
allows the technician to boot into the BIOS or perform remote 
reimaging without being physically present.

Managing a Global POS Fleet
METRO Cash & Carry is an international 
leader in self-service wholesale. Productive daily operations 
for them require fully functioning POS devices with up-to-the-
minute pricing—something that has often required assistance 
from local staff, located in a number of different time zones. 
With Intel vPro technology, however, METRO Cash & Carry is 
able to remotely update POS machines even if the location is 
closed and the machines have been switched off. According 
to internal tests, they’re saving the equivalent of several days 
per month by employing the remote manageability features 
offered by Intel Core vPro processors. 

Use Cases

IT Help Desk

Retail Device

See and interact as if
at the actual system

KeyboaRd-Video-mouse (KVm) View
See and interact with a system as if physically in 
front of it, even if it’s undergone a critical error.

Key Benefit: Full Access From Anywhere 
Get hardware-based control, even without an operating system running.
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Use Cases (continued)

IT Help Desk

Retail Device

Hard Drive

Intel® 
Chipset

  Intel® 
Network Adapter

scheduled PoweR-on and uPdate
Set specific wake-up times and/or intervals 
to remotely deliver updates. 

Key Benefit: Save Time and Energy 
Critical security and update patches are scheduled according to your patch servers, reducing personnel costs and conserving energy.

IT Help Desk

Retail Device

Remote PC
Power Switch

Hard Drive

Intel® 
Chipset

  Intel® 
Network Adapter

diRect PoweR contRol
Remotely power on systems from anywhere for 
targeted remediation or patching.

Key Benefit: Always-on Security 
Ensure all of your systems are up-to-date, even if they’re out of reach.
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Use Cases (continued)

IT Help Desk

Retail Device

Hard Drive

Intel® 
Chipset

  Intel® 
Network Adapter

Send Alert

client-initiated Remote access (ciRa) 
Automate event logging and responses to  
preboot or OS errors.

IT Help Desk

Retail Device

Hard Drive

Intel® 
Chipset

  Intel® 
Network Adapter

Send Bootable
Utility Disk

Remote Remediation with integRated deVice 
electRonics (ide) RediRect and seRial oVeR lan (sol) 
Recover a faulty system without sending a technician, 
even if it will not boot.

Key Benefit: Reduce Truck Rolls 
Boot new images remotely—including PXE—eliminating the need to send a technician, even if the OS crashes.

Key Benefit: Proactive Management 
Always know how your systems are performing, and trigger alerts and requests before they become issues.
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Better Management, Reduced Costs, Stronger Results
Once Intel Active Management Technology is enabled, retailers 
and MSPs can begin to enjoy a host of benefits, including:

• Reduced technician visits

• Significantly improved customer experience with reduced 
operating costs for MSPs

• Reduced per-incident costs for all parties

Intel supports these efforts by providing a collection of  
software components and utilities (Intel® Setup and 
Configuration Software—Intel® SCS) that can be used to  
discover, configure, and maintain Intel products and 
capabilities in your network. A healthy ecosystem of more than 
500 independent software vendors (ISVs) providing products 
and solutions to system integrators (SIs) and value-added 
resellers (VARs) is also available to speed time to market, and 
successfully support large-scale customer implementations.

A high level of flexibility is available to provide IT managers 
and MSPs with a fine-grained approach to configuring simple 
profiles that support a comprehensive set of customizable 
integration options. These profiles can be configured to control 
access to manageability and security features of the platform 
and support tight integration with any enterprise environment. 
Once a profile is configured, it can be securely distributed, 
using traditional techniques such as Microsoft System Center 
Configuration Manager*, to ensure your client estate is 
configured to be more secure and manageable and can take 
advantage of the value-add usage models discussed in the use 
cases section.

To add further flexibility and value to Intel AMT solutions, the 
console is seamlessly compatible with others that retailers are 
likely to use, including versions from Oracle, CompuLab, and 
Microsoft.

RethinKing Retail
Customer expectations are changing, and retail technology is 
changing in response. Intel vPro and Intel AMT reduce the cost 
and complexity of managing the devices that will help you make 
smarter use of data, track inventory and provide frictionless 
experiences for your customers.

Mobile: Seamlessly manage tablets and remote kiosks with 
Intel vPro, and help customers find product information while 
shopping. 

Digital signage: Intel vPro allows you to remotely manage 
signage that can display customized offers and showcase 
products. 

Security: Help protect against growing threats from hackers 
and identity thieves with the exceptional, hardware-based 
security features offered by Intel vPro.

Omnichannel strategy: Delivering a consistent experience 
across a growing number of channels requires adding devices 
to your retail fleet, and keeping them fully operational. 

Data-driven insights: Employing vPro-enabled gateways to 
manage sensors and beacons increases the availability and 
quality of data gathered in the retail environment.
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Solution Architecture
Intel vPro technology was architected to provide manageability 
and security features that add value to the business and 
IT, with negligible incremental investment and technical 
resources. The simplest tools and techniques are identified  
in the implementation guides that support this solution brief 
and can be used to achieve this objective. 

Intel vPro technology platforms include features and 
capabilities to tightly integrate with complex infrastructure 
components such as Microsoft Active Directory*, DNS, DHCP, 
public key infrastructure (PKI), enterprise WLAN environments, 
and standard toolsets such as Microsoft System Center 
Configuration Manager and McAfee ePO Deep Command*. 
These infrastructure components are optional and depend 
upon your IT organization requirements around security, 
investment in existing systems management products, etc.

For example, if you would like to manage your devices using 
systems-management software such as System Center 
Configuration Manager, there is a mandatory product 
requirement to integrate Intel AMT with both Microsoft Active 
Directory and certificate authorities.

At the highest level, the recommended and most secure 
version of the solution architecture is comprised of the 
components shown below.
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Intel® vPro™ Interfaces: Microsoft PowerShell Module,
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Retail enteRPRise enViRonment

intel® VPRo™ technology manageability and secuRity solution aRchitectuRe

PoweRful secuRity foR customeRs 
and RetaileRs  
If data generated at the retail POS is compromised, a 
customer’s identity and a retailer’s reputation can be lost 
in a fraction of a second. Intel takes this risk seriously, which 
is why Intel vPro offers a multilayered approach to safety that 
begins at the hardware level and helps protect the POS device 
even if it’s powered down. 

Protect 
· Hardware-based secure access with multifactor authentication

· Data protected with Remote Secure Erase and Intel® Enterprise 
Digital Fence

Detect 
· Secure your system with device and platform protection

Correct 
· Remote out-of-band patching and recovery

Learn more about the security in Intel® vPro™ technology ⏵

http://www.intel.com/content/www/us/en/architecture-and-technology/vpro/vpro-technology-general.html
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1. Source: Intel internal estimates, Gartner 2014 and CompuCom internal estimates.

2.  Source: Verizon 2015 Data Breach Investigations Report.

Intel® technologies’ features and benefits depend on system configuration and may require enabled hardware, software, or service activation. Performance varies depending on system configuration. No 
computer system can be absolutely secure. Check with your system manufacturer or retailer, or learn more at intel.com.

Software and workloads used in performance tests may have been optimized for performance only on Intel® microprocessors. Performance tests, such as SYSmark* and MobileMark,* are measured using 
specific computer systems, components, software, operations, and functions. Any change to any of those factors may cause the results to vary. You should consult other information and performance tests to 
assist you in fully evaluating your contemplated purchases, including the performance of that product when combined with other products. For more information, go to intel.com/performance.

Intel® vPro™ technology is sophisticated and requires setup and activation. Availability of features and results will depend upon the setup and configuration of your hardware, software, and IT environment. To 
learn more, visit intel.com/technology/vpro.

Requires activation and a system with a corporate network connection, an Intel® AMT-enabled chipset, and network hardware and software. For notebooks, Intel AMT may be unavailable or limited over a 
host OS-based VPN, when connecting wirelessly, on battery power, sleeping, hibernating, or powered off. Results dependent upon hardware, setup, and configuration. For more information, visit intel.com/
content/www/us/en/architecture-and-technology/intel-active-managementtechnology.html.

KVM Remote Control (Keyboard-Video-Mouse) is only available with Intel® Core™ M, Intel® Xeon®, Intel® Core™ i5 vPro™, and Intel® Core™ i7 vPro™ processors with Intel® Active Management Technology 
activated and configured and with Intel® Integrated Graphics active. Discrete graphics are not supported.

No computer system can provide absolute security under all conditions. Built-in security features available on select Intel® processors may require additional software, hardware, services, and/or an Internet 
connection. Results may vary depending upon configuration. Consult your system manufacturer for more details. For more information, see http://security-center.intel.com/.

Intel does not control or audit the design or implementation of third-party benchmark data or websites referenced in this document. Intel encourages all of its customers to visit the referenced websites or 
others where similar performance benchmark data are reported and confirm whether the referenced benchmark data are accurate and reflect performance of systems available for purchase.

This document and the information given are for the convenience of Intel’s customer base and are provided “AS IS” WITH NO WARRANTIES WHATSOEVER, EXPRESS OR IMPLIED, INCLUDING ANY IMPLIED 
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NONINFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. Receipt or possession of this document does not grant any 
license to any of the intellectual property described, displayed, or contained herein. Intel® products are not intended for use in medical, lifesaving, life-sustaining, critical control, or safety systems, or in 
nuclear facility applications. 

Copyright © 2016, Intel Corporation. All rights reserved. Intel, the Intel logo, Intel Core, Intel Inside, and Intel vPro are trademarks of Intel Corporation in the U.S. and/or other countries. 
*Other names and brands may be claimed as the property of others.

0416/KW/CMD/PDF      Please Recycle  333997-001US

Easing the Path to Digital Retail 
Innovative technologies are paving the way for business 
models that increase the productivity of retail operations, 
customer satisfaction, and the profitability of every transaction. 
At the heart of this digital shift are the latest Intel Core vPro 
processor-based devices, providing IT managers and MSPs 
with cost-saving remote manageability for a wide range of retail 
devices including POS, digital signage, and client PCs, all while 
safeguarding the enterprise with leading-edge security. 

Enhanced security, easier device management, and greater 
personalization—that’s a better way to retail.

Learn more at intel.com/vpro
Download solution implementation guides at the Intel® vPro™ 
Expert Center: intel.com/vproexpert.

Already using Intel® Core™ processors? Activate Intel vPro 
technology today. Visit us at bizsupport.intel.com and let us 
help you get started.

http://intel.com/performance
http://intel.com/technology/vpro
http://intel.com/content/www/us/en/architecture-and-technology/intel-active-managementtechnology.html
http://intel.com/content/www/us/en/architecture-and-technology/intel-active-managementtechnology.html
http://http://security-center.intel.com/
http://intel.com/vpro
http://intel.com/vproexpert
http://bizsupport.intel.com

